End users are typically seen as the weakest link in ensuring security and privacy in computing environments. Our own prior work suggested that end users may have difficulty differentiating between privacy/security problems and other hardware/software concerns. However, a survey of a broad group of internet users showed that, in fact, these users believe that they can not only differentiate between these two sets of concerns, but that in fact users are more concerned with security/privacy concerns than they are with other types of computer problems.
INTRODUCTION
In an ideal world, end users would be protected from all potential security threats: email would filter spam, web browsers would identify phishing sites, and firewalls and other filters will prevent any malware from infecting a computer. However, this is an overly idealistic view; it is currently not possible for security, and due to personal preferences, it may never be possible for privacy.
As a result, all users, including the ubiquitous end user (having no special qualification other than using a computer) must take a role in managing security and privacy. However, asking users to take such a role, even if demanded by the reality of the world, has a cost. As one participant in an earlier study commented "the details are … incomprehensible."
Unfortunately, an earlier interview study [3] raised a worrying possibility, namely that users perceive security and privacy threats as synonymous with other computer hardware and failures. This led to the concern that users might respond similarly to, for example, a malware infection as a hardware failure.
One motivation for this concern was a specific episode reported in the interview study. One participant mentioned that when her parents had a computer infected with a virus, their ultimate solution was to replace the computer. While this technically solves the problem, it was probably unnecessary, and may have created a problem of personal data being left on the hard drive [2] .
Limited prior fieldwork in this area [1] has left many unanswered questions. A key purpose of the broader survey study reported here is to determine the the extent to which phenomena observed in the interview study are present in the population at large.
To this end, we wished to know to whether or not end users conflate security/privacy problems with other common computer problems. We believe this is an important question, because the answer will help to develop privacy/security tools that leverage a user's understanding. Thus, our research question was: Do end users differentiate between privacy/security problems and other computer problems?
METHOD
Our primary source of data was a survey of end users (n=368) conducted using SurveyMonkey 1 , with participants recruited via StudyResponse 2 . The only conditions we placed on recruitment were that respondents be employed adults (over 18) who are current internet users. We sent recruitment emails to 2,000 potential participants, using a drawing of a small number of $25 gift certificates to encourage responses. The survey contained over 150 questions, although this brief abstract considers only a small subset. The survey was based on findings from an interview study [3] designed to capture real-world end user perception.
Respondent Profile
We received 368 unique responses for a response rate of 18.4%. Despite the standard concerns of self-selection in survey data, we observed a wide range of respondent demographics. Space limitations prevent us from detailing these data, but the range of computer and Internet experience shown Table 1 are two useful indicators of population variability. 
Concern Questions
To capture the degree to which users are concerned about specific problems, we asked participants to rate their concern on 13 issues (Table 2 ). Of these, we classified concerns 1-8 as related to privacy/security, and items 9-13 as general computer concerns. The responses were captured on a 7-point Likert-type scale ranging from 1 (Very unconcerned) to 4 (Neither concerned nor unconcerned) to 7 (Very concerned). The items, mean response values, and standard deviations are reported in Table 2 , which suggests that illegitimate links in email or web pages are especially worrisome, whereas remembering passwords is a less problematic topic. 
RESULTS
To determine whether or not end users differentiate between general computer concerns and privacy/security-specific concerns, we a factor analysis on the 12 items. Using a Varimax rotation and extracting all factors with an Eigenvalue over 1, we discovered two reliable components that suggest that respondents did rate general concerns differently from privacy/security concerns. As summarized in the third column of Table 3 , the factor analysis revealed two sets of items, one corresponding to privacy/security concerns, and one to general computer concerns.
We also examined the reliability of the two sets of items. Our first scale, which we call Privacy/Security Concern (the first eight variables in Table 3 ) had a Cronbach's α = .92 and a mean of 4.69 (SD=1.57). The second, which we call General Computer Concern (the last five variables in Table 3 ), had a Cronbach's α = .89, and a mean of 4.39 (SD=1.63). A paired-sample t-test showed that the two were significantly different (t(345 3 )=4.25, p<.001), suggesting that end users are more concerned with privacy and security issues than general computer failure.
ANALYSIS AND FUTURE DIRECTIONS
Our analysis clearly shows that users do differentiate between security/privacy concerns and general computer concerns, thus confirming our hypothesis. There are some limitations to these data, which we will discuss, along with our goals for future work.
First, the means between the two scales were not dramatically different, and, as our hypothesis does not incorporate a relationship with an independent variable, we can make no claim 3 The smaller DF is due to a smaller number of participants who completed all questions in the given section. It is impossible to tell from these data whether or not users can employ these differences in practical ways to protect themselves. Some of the additional survey data should help to address this question, but we anticipate that an observational study (e.g. in a laboratory setting) will help to determine how we might build on users' concerns in designing tools for better ensuring privacy and security.
Finally, the survey data did not reveal any differentiation between privacy and security concerns. Generally accepted definitions for this difference are difficult to find, and other data from our survey (to be published later) suggest that the two are often conflated. It is not clear yet whether this conflation is problematic.
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